Restoring a Windows 8.1 system from complete HDD failure - drivesnapshot

Drivesnapshot is available at http://www.drivesnapshot.de/

http://www.drivesnapshot.de/en/down.htm is the download page. If you get “snapshot64.exe”, it will also

run from the windows PE install environment (e.g. a windows installer disc in repair mode from a cmd
prompt). The download is free, and no license is required to restore or “view” (remount mount) disk images.
The license is only needed to do new backups. The trial is fully functional for 30 days (backups).

This KB is mostly directed at user self supported machines, such as Windows 8/8.1 laptops and desktops that
have not been deployed/maintained by ECN on the domain. ECN deployed (domain) machines are usually just
redeployed on HDD failure or virus infection. The user’s files on domain machines are typically kept on shares
on department servers which are on backups.

One can also use cloud based backup, e.g. Spideroak, Crashplan, etc. Those just save USER DATA and are not
able to restore the OS. On a total HDD failure, one is looking at a total reinstall of the Windows OS (you have
to buy another product key if you lost the original key), and wading through two or more years of Microsoft
updates that have to be applied serially. This sometimes takes a couple of days. Spideroak offers near
realtime (CDP) backup, while allowing the user a high degree of security, since the cloud never sees the user’s
encryption keys. Blocks are encrypted on your local machine before being sent to the cloud. Spideroak just
sees random encrypted data. They cannot tell the names of your files, nor reset your password. If you lose
your password (encryption key), you are out of luck. Spideroak should only be accessed via the APP on your
machine(s), rather than via a web page for maximum security. An optimal solution is to have drivesnapshot
backups of your OS, and also near continuous protection from a cloud service such as Spideroak to recover
current user files. Upon system disk failure, the OS would be restored from a recent drivesnapshot backup,
and the most up to date user files could be fetched from a secure cloud backup.

Second note: Windows diskmgmt.msc numbers physical drives starting with “disk 0”. Drivesnapshot, numbers
physical drives starting with “Drive 1”. Drive snapshot uses a similar graphical interface for backing
up/restoring hard drives that has a similar look and feel to Windows diskmgmt.



Backing up a live system (all partitions) with drivesnapshot.

Download drivesnapshot from above URL. It is a fully functional trial for 30 days. Restores are possible even

after the trial expires.
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| Free
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: 936116  Acer
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Recovery
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07-NTFS
04-NTFS 61887
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296
0

16723

416
49
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16724 Push Butto...
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0
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Repeat the above procedure to backup all the remaining partitions (2,3,4,5 for this system). Some
Windows8/8.1 factory systems may contain up to 8 partitions. Name the file for the 2" partition something
like “P2.sna”. If you know what the partition is used for, you might want to make the name more descriptive
like “P2-EFl.sna” and so on.

When all partitions have been saved to the USB media, go to www.drivesnapshot.de and

Download a copy of “snapshot64.exe” (this is assuming a 64 bit machine and recovery), and place it in the
same folder where your backup images were stored.



Restoring a failed system from the drivesnapshot backups made above.

Replace the failed hard drive with a good one, the same size or larger than the original.
Insert a bootable Windows 8.1 installation DVD or USB drive and boot it up.

After it boots, then insert the USB flash drive with the drivesnapshot images on it also.

Windows Setup

o= Windows 8

Language to install:

Time and currency format: English (United States) v

Enter your language and other preferences and click "Next" to continue.

© 2013 Microsoft Corporation. All rights reserved.

Click NEXT.



Windows Setup

o= Windows 8

Install now

Repair your computer

© 2013 MicrosZit CC poration. All rights reserved.




Choose an option

Troubleshoot

Refresh or reset your PC, or use
advanced tools

Turn off your PC




© Troubleshoot

Refresh your PC

If your PC isn’t running well, you can
refresh it without losing your files

Reset your PC

If you want to remove all of your files,
you can reset your PC completely

Advanced options




© Advanced options

System Restore Command Prompt

Use a restore point recorded on your Use the Command Prompt for
PC to restore Windows advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
system image file

Startup Repair

Fix problems that keep Windows from
loading




Administrator: X\windows\SYSTEM32\cmd.exe
Microsoft Windows [Uersion 6.3.960601]

X :\Sources>_

3




Administrator: X\windows\SYSTEM32\cmd.exe - diskpart
Microsoft Windows [Uersion 6.3.960801]

X :\Sources>diskpart
Microsoft DiskPart version 6.3.9600

Copyright (C) 1999-2013 Microsoft Corporation.
On computer: MININT-KC?T3UN

DISKPART> list volume
Uolume #H## Ltr

Uolume @ Plop Boot M DUD-ROM Healthy
Uolume 1 Removahle Healthy
Uolume 2 GTR-64 Removable Healthy

DISKPART >




Administrator: X\windows\SYSTEM32\cmd.exe

Leaving DiskPart...

X :\Sourcesde:
E:\>dip
Uolume in drive E is GIR-
Uolume Serial Number is 42CA-5913
Directory of E:\
04/06,2015 09:82 AM <DIR> drivesnapshot —— see wuww.drivesnapshot.de
B Filed(s> B hytes
1 Dirds> 33.,261.424,.648 bhytes free
E:\>cd drives
E:\drivesnapshot —— see wwuw.drivesnapshot.de>dir
Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913
v

Directory of E:\drivesnapshot —— see www.drivesnapshot.de

B4/06,2015 09:02 <DIR>
B4/06/2015 <DIR> =
04/05,2015 1.692,672 Pl-recovery.hsh
394,092,544 Pl-recovery.sna
225,536 P2-EFI.hsh
26,812,416 P2-EFI.sna
B4/05,2015 5308.688 P3-GPT.hsh
B4,05,/2015 88.784.896 P3-GPT.sna
136,244,224 P4-C—drive.hsh
17.189.974.816 P4-C-drive.sna
53.968.896 P5-Push Button Reset.hsh
04,05,2015 13.644.075,0808 P5-Push Button Reset.sna
04/06,2015 ©08:32 AM 358,680 snapshotb4.exe
11 Filed(s> 31.536.7592.576 bhytes
2 Dirds)> 33.261.,424.6408 bytes free

E:\drivesnapshot —— see www.drivesnapshot.de>




Administrator: X:\\windows\SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:
E:\>dir

Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913

Directory of [¥ Snapshot - Startup Screen
PV YL LSl Snapshot V1.43 - Mar 22015 rivesnapshot.de

Drive
Snapshot(TM)
E:\>cd drives Backup Disk To File
ed drives¥ Instant Disk
E:\drivesnapsh |l'\;l\?giglg for e

Uolume in dri indows
Uolume Serial 2000/XP/7/8 4/1‘:’;?015
2003/2008R2 www drivesnapshot .de
o Loped

Directory of 2012/2012R2 . L,
Copyright (c) Restore Disk from File €

B4/06,2015 09 tom ehlert

a9
79 2001-2015

a9 -
a9 (P Enter License Info
a9 L View contents of saved

a9 < ; Disk Image
a9
04/05,2015 069

B4,05,2015 @9
A9°57 HN 93,708,870 ro-rusSh BUTLON Keset.nsh
A2:57 AM 13.,644,.075,.008 P5-Push Button Reset.sna
nN4,/06,2815 ©88:32 AM 358,680 snapshotb4.exe
11 Filed(s> 31.536.759.576 bhytes
2 Dirds)> 33.261.424.648 hbytes free

no backup possible after

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot64
3:28:29 Timelimited TriallWare — use possible up to 4/:5.,2015




.} Administrator: X:\windows\SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:

E:\>dir
Uolume in dri
Uolume Serial

Directory of

14/06,2015 @9

E:\>cd drives

E:\drivesnapsh
Uolume in dri
Uolume Serial

Directory

B4/06/2015
B4/06/2015
B4/05/2015
B4/05,/2015
04/05,/2015
B84/05,/2015
14./05,2015
04/05,/2015
B4,/05,/2015
04./05,2015
04/05,/2015
B4/05,/2015
B4/06/2015

E:\drivesnapsh
13:28:29 Timel

[o &=

Select Save Image to restore

Look in: l || drivesnapshot — see www drivesnapshot.de

Date modified: 4/5/2015 9:42 AM
|| P5-Push Button Reset.sna

ek B~
Date modified
4/5/2015 9:42 AM
4/5/2015 9:43 AM
4/5/2015 9:43 AM

4/5/2015 9:49 AM
4/5/2015 9:57 AM

EXS

Type

SNA File
SNA File
SNA File
SNA File
SNA File

ISnapshol Files (*.SNA)
[V Open as read-only

=l
=]

Open

Cancel

i

Volume Label
Harddisk Part.

Saved

free

1]




Administrator: X:\windows\SYSTEM32\cmd.exe - snapshot64 (o ][® =]

X :\Sourcesde:
E:\>dir

Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913

ETWSSPSNIPNY N Ui Snapshot - Select Image to Restore | = | & [3)
GEVCIVPLTENCE ot e file to restore B o iyesnapshot . de

[ E:\drivesnapshot -- see www.drivesnapshot.de\P 1-recove LI

E:dcd deivesIRUCG Manage FTP accounts
E:\drivesnapsh Computer I KATHY-PC Volume I HD1 Label |Recovery

Uolume in dri

Uolume Serial Filesystem INTFS Harddiskll Part. | primary 1

Directory of original Size | 629.141.504=599MB Saved |4/5/2015 10:42/
B4/06/2015 required Size

I 629.141.504=595MB free I193.420K

B4,/05,/2015
04./05,2015

04/06,2015 Test Image

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot64
3:28:29 Timelimited TriallWare — use possible up to 4/15,2015




Administrator: X:\windows\SYS

X :\Sourcesde:
E:\>dir
Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913
Directory of ﬁ
B4/06,2015 09
All Sizes in MB(1024*1024)
IFiIesystem lSize IUsed

E:\>cd drives¥

E:\drivesnapsh
Uolume in dri : ?3 61888 GTR-64 61887 30167 31720
Uolume Serial : ? 3 Boot 508 2 506

Directory of

04,06,2015 09
09
a9
a9
a9
a9
09
a9
gg VMware Vir | rpeg
iE] | 1024.00GB | 1024.00 GB
a9 0

04,06,2015 08

HD 2

Edri ¥ Generic Fla:
H rivesnapsh
13:28:29 Timel E5E

.68 GB
UELBIEER (NTFS) Active

M Unallocated M Primary partition M Logical drive Wl Dynamic partition 7] Boot partition

Back Next |




Administrator: X:\windows\SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:

E:\>dir
Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913

Directory of [8 Snapshot - Select the V§lume you want to restore to

14/06,2015 @9

Select the Volume you want to restore to
All Sizes in MB(1024%1024)

Drive | HD I PartNo | PartSt... I PartSize I\abel | Filesystem l Size I Used
Al

E:\>cd drives

E:\drivesnaps e L [28] Snapdhot - Restore Partition Structure
Uolume in drijis 2?2
Uolume Serialjbd ?

Directory of

04/06,2015 @9
09
a9 toHD 12
89
09
09
09
09
89

HD 1
89 VMware Vir | rpeg
] | 1024.00GB | 1024.00 GB
a9 0
04,06,2015 @8

HD 2

Generic Fla: | (g
E:\drivesnaps Hiipaess S
13:28:29 Timel 2 =
ime Removable (NTFS) Active

M Unallocated M Primary partition M Logical drive Wl Dynamic partition 7] Boot partition

Back Next




Administrator: X\windows{SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:

E:\>dir
Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913

All Sizes in MB(1024%1024)
| Filesystem l Size I Used I Free

E:\>cd drives

Pri 1 07-NTFS 7860 3415 4444
2 61887 30167 31720
Pri 3 0

2?2 508

Pri 0

Pri 601 0
Pri 901 4 0
Pri 937145 0

E:\drivesnapsh
Uolume in dri
Uolume Serial

Directory of

04/06,2015 @9
a9
a9
a9
a9
a9
a9
a9
gg VMware Vir : : : . HD1:5
a9 :;(:,21_4.00 GB 16.33 GB
a9 ) (RAW) (RAW)

B4/06,2015 68 i i i Basic Data Partition Microsoft F

e O W N

HD 2

Generic Fla:
E:\drivesnapsh 7.68 GB

13:28:29 Tinel
e UELBIEER (NTFS) Active

M Unallocated M Primary partition M Logical drive Ml Dynamic partition 7] Boot partition

Back Next




rator: X:\windows\SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:
E:\>dir

Uolume in drive E is GTR-64
Uolume Serial Number is 42CA-5913

Directory of [ Snapshot - Select the Volume you want to restore to

04/06,2015 089
Selecy the Volume you want to restore to

All Sizes in MB(1024*1024)

E:\>cd drives¥

Drive | HD I PartNo I PartSt... | PartSize I Label | Filesystem l Size I Used I Free

E:\drivesnapsh : i 7860 07-NTFS 7860 3415 4444
Uolume in dri : ?? 61888 GTR-64 04-NTFS 61887 30167 31720
Uolume Serial : i 936116 07-Unkno... 936116 936116 0

. 3 Boot 72-NTFS 508
Directory of

04,06,2015 09 : i 601 00-RAW
89 : 901 00-RAW
89 : i 937145
89
89
89
89
89

33 VMware Vir

B | 1024.00GB

of] | GPT / {Unknown)
04/86,2015 068 Microsoft F

HD 2 =

Generic Fla:|"c.

E:\drivesnapsh{iiprees i

13:28:29 Time 1[I st
ime Removable (NTFS) Active

M Unallocated M Primary partition M Logical drive Ml Dynamic partition 7] Boot partition

Back Next |




Administrator: X\\windows\SYSTEM32\cmd.exe - snapshot64

X :\Sourcesde:

E:\>dir

Uolume in drive E is GTR-64

Uolume Serial Number is 42CA-5913

Directory of E:\

n4,/06,/2815 09:02 AM <DIR> drivesnapshot —— see www.drivesnapshot.de

B Filed(s bytes

> 8 by
1 Dirds)> 33,261,.,424;640 hytes free

E:\>cd drives»

E:\drivesnapshot —— see www.drivesnapshot.de>dir
Uolume in drive E is GTR-64
Uolume Serial Number is 4

[46] Snapshot - last warning 23
Directory of E:\drivesnap Help

B4/06,2015 09:082 <D
a9 :82 Q@) This will overwrite all data on HD1:1 with the data given in file E\drivesnapshot -- see
09 :42 www.drivesnapshot.de\P-recovery.sna

Do you want to continue?

B4,/05,/2015 D}
04./05,2015 1?

53.968.896 P5-Push Button Reset.hsh
13.,644,.075,.008 P5-Push Button Reset.sna
04/06,2015 AM 358,680 snapshotb4.exe
11 Filed(s> 31.536.759.576 bhytes
2 Dirds)> 33.261.424.648 hbytes free

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot6t4
13:28:29 Timelimited Tria e — use possibhle up to 4/15,2015




Administrator: X:\\windows\SYSTEM32\cmd.exe - snapshot64

E:\>dir
Uolume in drive E is GTR-64
Uolume Serial Numbher is 42CA-5913

Directory of E:\
04/06/2015 0% sl S - = 2e www.drivesnapshot.de

¥ 12%Snapshot-restore o | & [
Help
Restorin%

Filename IE:\drivesnapshctt - see www drivesnapshot .de’

E:\>cd drives

E:\drivesnapsh

Uolume in dri 2
Uolume Serial to Volume IHD1’1

Directory of Current File:E:\drivesnapshot - see

04,/06./2015 Ful Image [
04/86,2015
n4,/085,2015

Done 12%, time used 0:02
read 33.654.761 -written 54.657.024 - 12% done

B4,/05/2015
B4/06/2015

11 I'lle\s’ J1.,.0930b.,.707.,.07b DYTES

2 Dirds> 33.,261.424,.648 bhytes free

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot6t4
13:28:29 Timelimited Trialllare — use possible up to 4/15,2015
E:\drivesnapshot —— see wuww.drivesnapshot.de\Pl-recovery.sna —> HD1:1

P1l-recovery.sna
read 33.654.761 — written 54.657.024 — 127 done ~/ time left: B:24




Administrator: X:\\windows\SYSTEM32\cmd.exe - snapshot64

Directory of E:\

B4/06,2015 09:82 AM <DIR> drivesnapshot —— see www.drivesnapshot.de
8 File¢s> B bytes

- ed driuew 100% Snapshot - restore EI\?’%

E:\drivesnapsh Reﬁmmc?
Uolume in dri
Uolume Serialj-nree IE:\drivesnapshctt - see www.drivesnapshot .de’

Directory of |NSYNPSESTTEI

Current File:E:\drivesnapshot - see

Full Image

Done 100%, total time used 0:35
read 393.970.454 - written 431.419.392

04/05 /2015 E:\drivesnapshot —- see www drivesnapshot.de'\P 1+ecovery.sna

B84/05,/2015

786/
B4/06/2015 : oK

[E:\drivesnapshot —— see wwuw.0X'lUESNapsShoT.de. SnapsSnotb4
13:28:29 Timelimited Trialllare — use possible up to 4/15,2615
E:\drivesnapshot —— see siuw.drivesnapshot.de\Pl—-recovery.sna —> HD1:1

P1-recovery.sna

read 386.323.38Z — written 423.755.776 — 98% done / time left: 0:080
Pl-recovery.sia read 393.9780.454 - written 431.419.392 - 10682 done
Total time-used: B:37




Administrator: X:\\windows\SYSTEM32\cmd.exe - snapshot64

Directory of E:\
n4/06,2015 09:82 AM <DIR> drivesnapshot —— see wuww.drivesnapshot.de
0 Filets> s

ed du 2 Snapshot - Startup Screen
= ~ s¥
DEGREA  Snapshot V143 - Mar 22015
E:\drivesnapsh
Uolume in dri Drive
Uolume Serial Snapshot(TM)
Directory of Backup Disk To File
Instant Disk
a9 Imaging for
a9 Windows
09 2000/XP/7/8 1572015
29 2003/2008R2 www drivesnapshot .de

a9 2012/2012R2 ; ?
a9 Copyright (c) Restore Disk from File for details

a9
tom ehlert
a9 20012015 —

a9

no backup possible after

a9 <=y
04,05,2015 89 I Enter License Info
04/05,2015 09 . L View contents of sgved
04/06,2015 @8 !i- ' Disk Imag [Tl

E:\drivesnapshot —— see wuw.arilvesnapshot.qe/;napshotb4
13:28:29 Timelimited TrialWare — use possible up to 4/15,2615
E:\drivesnapshot —— see wuww.drivesnapshot.de\Fl—-recovery.sna —> HD1:1

P1-recovery.sna

read 386.323.302 — written 423.755.776 — 98% done / time left: 0:080
P1-recovery.sna read 393.970.454 — written 431.419.392 - 108% done
Total time used: B:37




Administrator: X:\windows\SYSTEM32\cmd.exe - snapshot64

Directory of

B4/06,2015 09

E:\>cd drives

E:\drivesnapsh
Uolume in dri
Uolume Serial

Directory

04/05,/2015
B84/05,/2015
B4/06/2015

E:\drivesnapsh
13:28:29 Timel
E:\drivesnapsh

P1-recovery.sn
read 386.323.
P1-recovery.sn
Total time use

Select Save Image to restore

Look in: l || drivesnapshot — see www drivesnapshot.de _j

=
e
Recent places

{1 | 1
Libraries

A

This PC

»

Name Date modified Type

|_|P1-recovery.sna 4/5/2015 9:42 AM SNA File
|| P2-EFl.sna N 4/5/20159:43AM  SNA File
|_|P3-GPT.sna b 4/5/20159:43AM  SNA File
|| P4-C-drive.sna Type: SNA File 59:49AM  SNAFile

Size: 25.5 MB .
LIP3-Push Button Rey 1 modified: 4/5/2015 9:43 am [> %>/ AM SNAFile

<

File name: |P2-EFI ~|
Files of type: [Snapshot Files (~.SNA) ~|
[V Open as read-only

Computer |KATHY-PC VYolume |[HD1: Label |[ESP
Filesystem |FAT32 Harddisk |1 Part. | Primary 2

original Size I 314.572.800=300MB Saved |4/5/2015 1

required Size | 314.572.800=300MB free [252.464K




Administrator: X\windows\SYSTEM32\cmd.exe - snapshot64

Directory of E:\
n4/06,2015 09:82 AM <DIR> drivesnapshot —— see wuww.drivesnapshot.de

@ File(s> __ @ bytes

Snapshot - Select the Volume you want to restore to

E:\>cd drives¥

E:\drivesnapsh
Uolume in dri
Uolume Serial

Select the Volume you want to restore to
All Sizes in MB(1024%1024)

Drive | HD I PartNo I PartSt... | PartSize I Label | Filesystem l Size I Used I Free

. c 0 7860 O7NTFS 7860 3415 4444
e | 2 0 61888  GTR-64 04NTFS 61887 30167 31720
i |G Pri4 1029 936116 07Unkno... 936116 936116 0
¥ | x: Pri6 0 3 Boot 72-NTFS 508 2 506
33 : Pril 1 600 Recovery 07-NTFS 599 416 183
o : Pri2 601 300 00-RAW 0 0 0
P D13 1 Pi3 o 901 128 00-RAW 0 0 0
BB |HDLS 1 Pi5 937145 16724 00Unkno... 16724 16724
@9
64,05/2015 69
04,05,2015 69
04,06,2015 08

Directory of

VMware Vir
E:\drivesnapsh 1024.00 GB

13:28:29 Time 14l (RA (Unknown) {Unknown)
E:\drivesnapsh i g Mi Basic Data Partition Microsoft F

P1-recovery.sn HD 2
read 386.323. Generic Fla:
P1-recovery.sn 7.68 GB

Total time use
Removable (NTFS) Actige

M Unallocated M Primajy partition M Logical drive Wl Dynamic partition 7] Boot partition




B4/06,/2015 <DIR>
B4/06,2015 <DIR> .-
1,692,672 Pl-recovery.hsh
394.092.544 Pl-recovery.sna
225,536 P2-EFI.hsh
26,812,416 P2-EFI.sna
530.688 P3-GPT.hsh
88.784.896 P3-GPT.sna
136,244,224 P4-C-drive.hsh
17.189.974.816 P4-C-drive.sna
04/05/20815 M 53.968.896 P5-Push Button Reset.hsh
B4/05,/2015 13.644.075,808 P5-Push Button Reset.sna
04/06/2015 y] 358,680 snapshotb4.exe
11 Filed{s> 31.536.759.576 hytes
2 Dirds)> 33.261.424.648 bytes free

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot64
13:28:29 Timelimited TriallWare — use possibhle up to 4-/15,2015
E:\drivesnapshot —— see www.drivesnapshot.de\Pl-recovery.sna —> HDI]

P1-recovery.sna

read 386.323.382 — written 423.755.776 — 982 done / time left:
P1l-recovery.sna read 393.978.454 - written 431.419.392 - 1060~ do
Total time used: @:37

E:\drivesnapshot —— see www.drivesnapshot.de\P2—-EFI.sna —-> HD1:2

P2—EFI .sna

2 2% Snapshot - restore =N =R
Help

Restoring

Filename |E:\drivesnapshot - see www drivesnapshot .de’

to Volume IG:

Current File:E:\drivesnapshot - s%

Full Image [m

Done 2%, time used 0:42, estimated 29:29 remaining
read 347.951.591 - written 825.360.384 - 2% done

read 17.672.5684 — written 42.0808.576 — 757 done / time left: B:008

P2—EFI .sna read 26.781.538 — written 56.898.816 — 10862 done
Total time used: 8:04
E:\drivesnapshot —— see www.drivesnapshot.de\P3-GPT.sna —> HD1:3

P3-GPT .sna

?75.690.450 — written 121.176.864 — 90% done / time left: B:08

88.736.094 — written 134.217.728 - 1002 done
Total time used: B:89

E:\drivesnapshot —— see www.drivesnapshot.de\P4-C-drive.sna —> \\.\G:

P4-C—drive.sna

read 347.951.591 — written 825.368:384 — 27 done / time left: 29:42




B4/05,/2015 136,244,224 P4-C—drive.hsh
B4,05,/2015 AM 17,189.,.974,.016 P4-C-drive.sna
B4,/05,/2015 AM 53.968.896 P5-Push Button 00% -
04,05 ./2015 s 13,644,075 ,.008 P5-Push Button 1 oSnapshot restore
04/06,2015 358,680 snapshotb64.exe|
11 Filed(s> 31.536.7592.576 bhytes Restoring
2 Dirds)> 33.261.424.648 hbytes free

E:\drivesnapshot —— see www.drivesnapshot.de>snapshot Filename IE:\d“vesnaDShOt‘seewww'dﬁvesnaps'-'m'de

13:28:29 Timelimited Trialll — use possible up to 4 -
E:\drivesnapshot —— see wuww.drivesnapshot.de\Pl-recov to Volume IHD1‘5

P1-recovery.sna E\dri ~ .
read  386.323.302 — written 423.755.776 — 987 done |l

Pl-recovery.sna read 393.978.454 - written 431.419.QEHERERS
Total time used: @:37
E:\drivesnapshot —— see www.drivesnapshot.de\P2-EFI.s
_sna Done 100%, total time used 19:17
17.672.584 — uritten 42.0088.576 - 757 done read 13.321.184K - written 13.483.968K
A ety G 56.098.816 - E:\drivesnapshot - see www drivesnapshot.de\P5-Push Button

Total time used: B:04
E:\drivesnapshot —— see www.drivesnapshot.de\P3-GPT.s

P3-GPT.sna \,-" 0K
read 75.690.450 — written 121.176.864 — 98% done

P3—-GPT .sna read 88.736.894 — uwritten 134.217.728 -
Total time used: 0:09

E:\drivesnapshot —— see www.drivesnapshot.de\P4-C—drive.sna~=> \\.\G:

P4-C—drive.sna

read 16.772.240K — written 33.204.288K — 98x devie / time left: B:23
P4-C—drive.sna read 16.772.495K — written 33.822.272K - 1808% done

Total time used: 33:16

E:\drivesnapshot —— see wuww.drivesnapshet.de\P5-Push Button Reset.sna —-> HD1:5

P5—Push Button Reset.sna

read 13.316.194K — written 127477.856K — 992 done / time left: 0:080
P5—-Push Button Reset.sna read 13.321.184K — written 13.483.968K — 1882 done
Total time used: 19:19




Snapshot - Select the Volume you want to restore to o] @ ==
Help

04,05,/2015 136,244,224 P4 All Sizes in MB(1024¥1024)

04,05,2015 17.189.974.016 P4 : -

64,/65,/2015 aM 53.968.896 P5 | Fiesystem [ size [used [Free |

34,085 /2015 : 13,644.075.008 PSELS

04,06 /2015 i : i1 0 7860 07-NTFS 7860 3415 4444
11 File<s)> 31.536, : 2 0 51888  GTR-64 04NTFS 61887 30167 31720
2 Dirds> 33,261.,424.640 h 4 1029 936116  Acer 07-NTFS 936115 36895 899220

65 0 3 Boot 72-NTFS 508 2 506

il 1 600 Recovery 07-NTFS 599 416 183

2

3

E:\drivesnapshot —— see www.drivesnapshot
13:28:29 Timelimited Triallla — use poss|
E:\drivesnapshot —— see wuww.drivesnapshot] 601 300 ESP 00-FAT32 296 49 246
901 128 00-RAW 0 0 0
P1-recovery.sna HD1:5 1 Pri 5 937145 16724 Push Butto...  00-NTFS 16723 13171 3552
read 386.323.382 — written 423.755.776
P1-recovery.sna read 393.970.454 — writt|
Total time used: @:37

E:\drivesnapshot —— see www.drivesnapshot

.sna .
17.672.5084 — uritten  42.008.576 VMware Vir : : HD1:5 Pust
-sna read 26.781.538 — written 1024.00 GB 16.33 GB

Total time used: 8:04 ) (NTFS)

E:\drivesnapshot —— see www.drivesnapshot| i Microsoft F

P3—-GPT .sna HD 2
read 75.690.450 — written 121.176.064 Generic Fla:
P3-GPT.sna read 88.736.894 — written 1 7.68 GB .
Total time used: 0:09 <
E:\drivesnapshot —— see www.drivesnapshot] Removable

P4-C—drive.sna
read 16.772.240K — written 33.204.288K allocated M Prima rtition M Logical drive W mic partition 7] Boot partition
P4-C—drive.sna read 16.772.495K — uritte L - et pa
Total time used: 33:16

E:\drivesnapshot —— see wuwuw.drivesnapshot Back Next I

P5—Push Button Reset.sna

read 13.316.194K — writtesn” 13.477.0856K L
P5—-Push Button Reset.spa read 13.321.184K — written 13.483.968K — 1882 done
Total time used: 19:1¥




Administrator: X:\\windows\SYSTEM32\cmd.exe

\drivesnapshot —— see wwuw.drivesnapshot.de>chkdsk /F G:
The type of the file system is NTFS.
Uolume label is Acer.

Stage 1: Examining basic file system structure ...

233984 file records processed.

File verification completed.
3386 large file records processed.

@ bhad file records processed.

Stage 2: Examining file name linkage ...

298366 index entries processed.
Index verification completed.
B unindexed files scanned.
B unindexed files recovered.
Stage 3: Examining security descriptors ...

Security descriptor verification complete

32192 data files processed.
ICHKDSK is verifying Usn Journal...

36157952 USN bhytes processed.

Usn Journal verification completed.
ICHKDSK discovered free space marked as allocated in the volume hitmap.

Windows has made corrections to the file system.
No further action is required.

958582783 total disk space.
37303080 in 135048 files.
93292 in 32193 indexes.
a in bhad sectors.
366687 in use by the system.
65536 occupied by the log file.
220819724 available on disk.

4896 bhytes in each allocation unit.
239645695 total allocation units on disk.
238204931 allocation units available on disk.
Failed to transfer logged messages to the event log with status 50.




Choose an option
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Troubleshoot

Refresh or reset your PC, or use
advanced tools

Turn off your PC
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Drivesnapshot more advanced topics

Drivesnapshot is also able to do “block level incremental” backups, once a full backup has been done. Just the
changed blocks are saved, so the resultant backup image is much smaller than the full backup image.
Incremental (actually called differential) backups can be done often. Snapshot only needs the full backup and
the one file containing the differential image to do a restore (or a view). The older differentials between the
full and the current backup are not needed, and older ones can be deleted.

When doing a restore, one needs to only select the desired differential image. Drivesnapshot automatically
restores the associated full backup first, then the differential. If you are restoring into a larger partition,
snapshot will ask if you want to resize the filesystem to match the partition size. | have had issues with this in
the past and always answer no. One can later use Windows disk management to resize the partition or a
standalone utility.

Drivesnapshot can also backup Linux and MAC partitions, but the catch is that snapshot needs to be run from
Windows. One can boot up a Windows installer disk, navigate to the CMD prompt and run snapshot64.exe
from there on a MAC or Linux system.

Another nifty feature is “VIEW” files. This works just like a RESTORE, but nothing is restored. The requested
image is “mounted” read-only on the local Z: drive. It can be browsed, and files and folders can be dragged
and dropped from it. VIEW does not work for MAC and Linux backups though, since Windows cannot mount
those filesystem types.

A convention that Ghg uses (but you can use any name you want) for doing differential backups is to name the
image the same as the full image with a “-A” appended for the first differential, a “-B” for the second, and so
on. Snapshot can also be run from command (*.bat) files and has numerous command line options.

Also, on a typical Windows Desktop or Laptop, is only makes sense to do differential backups on the partition
that corresponds to your “C:” drive. You may also want to do backups if you have other partitions with drive

letters assigned that have files being changed. Boot, EFI, GPT, Vendor Recovery, etc, partitions do not change
and do not need differential backups. Only a full is needed (once) for those.

The one downside of drivesnapshot, is that on very large drives, all of the allocated drive sectors must be read,
even for a differential backup. While the differential backup image is small, all the allocated sectors must still
be read and compared to hashes in the .hsh file to determine if they have been changed since the full backup.
For drives over a TB or two in size, this downside becomes a limit. Drivesnapshot compresses the backup
images roughly 50%, depending on data. If your backup is largely .jpg or .avi, that are already compressed, not
much will be saved by compression.
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Scan De_tor

snapshot

Share View

:?t\l"%—c-drive-&sna
[V Differential Image

. » ThisPC » GTR-64(D:) » snapshot v ¢ Search snapshot
Select the hash file
lD:‘snapshot\P4—C-drive.hsh ll ml Date modified Type Size
Freespace . Inuseby _ Tota ] 4/5/201510:42 AM  HSH File 1,653 KB
on disk existing e~ available T 4/5/201510:42AM  SNA File 384,856 KB
| 3720 | 0 31720 | 4/5/201510:43AM  HSH File 221KB
4/5/201510:43AM  SNA File 26,134 KB
4/5/201510:43 AM  HSH File 519KB
Enter a comment for the 4/5/201510:43AM  SNA File 86,704 KB
4/5/201510:49 AM  HSH File 133,051 KB
™| P4-C-drive.sna 4/5/201510:49 AM  SNA File 16,787,084 KB
: || P5-Pufb@utton Reset.hsh  4/5/201510:57 AM  HSH File 52,704 KB
K i || P5-Push on Reset.sna  4/5/201510:57 AM SNA File 13,324,292 KB
FEE TR I / 5 3 snapshotd. 4/6/20159:32AM  Application 351 KB
ssword 1
» . l / o [ Setup a differential backup based on the above
| ¢ full backup. Notice that "-A" is appended to the
filename.

Advanced Options | Start Copy |

11 items
Build 9600

o 2:39 PM
L = (il 00 )
SRR O DM

IF doing a differential backup on more than one partition, triple check that you are using the correct .hsh file
that corresponds to the partition being backed up. Using the wrong .hsh file (e.g. one for another partition)
if often not caught, and will make an unusable backup!
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Ki[aM=I snapshot
Saving differential image of Home Share View
Volume IC: @ v 1 . » ThisPC » GTR-64(D:) » snapshot v ¢ Search snapshot
to FieName  [D:\snapshot\P4 C-drive-Asna .
ame Date modified Type Size
read 1882/32953MB, written 6MB
P1-recovery.hsh 4/5/201510:42AM  HSH File 1,653 KB

Diff. Image /™ |_AP1-recovery.sna 4/5/201510:42 AM  SNA File 384,856 KB
Done 5%. time used 0:21, estimated 6:24 remaining |_| A2-EFLhsh 4/5/201510:43 AM  HSH File 221KB
estimated size 107MB (available 31.720MB) 4928MB/min || PXEFl:sna 4/5/201510:43 AM  SNA File 26,184 KB

|| P3-§PT.hsh 4/5/201510:43 AM  HSH File 519 KB
14:39:48 Disks in backup: || P3-GRT.sna 4/5/201510:43 AM  SNAFile 86,704 KB
14:39:48 c: -> D:\snapshot\P4-C-drive-A.sna C-Xi 4/5/ . . 22
14:39:49 Start differential backup of ¢: - D\snapshot\P4-C-dri || P4-C-&ive.hsh 4/5/201510:49 AM  HSH File 133,051 KB
14:39:51 free space info: total 936.115MB, S01.111MB free, - || P4-C-dQR¥ sna 4/5/2015 10:49 AM SNA File 16,787,084 KB
(R A LN A L] P4-C-drive-A.sna 4/8/20152:40PM  SNAFile 1,702,912 KB

|| P5-Push Button Reset.hsh ~ 4/5/2015 10:57 AM  HSH File 52,704 KB

|_| P5-Push Button Reset.sna  4/5/2015 10:57 AM SNA File 13,324,292 KB

&# snapshot6d.exe 4/6/2015 9:32 AM Application 351KB

Build 9600

2:40 PM
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100% Snapshot - verified

Ki[aM=I snapshot
Verifying File Home Share View

S

Volume fe: (€) v 41 . » ThisPC » GTR-64(D:) » snapshot v ¢ Search snapshot
to FileName ~ |D:\snapshot\P4C-drive-Asna

-~

ame Date modified Type Size

read 32959/32959MB, written 48MB
P1-recovery.hsh 4/5/201510:42AM  HSH File 1,653 KB

Diff. Image | — | §1-recovery.sna 4/5/201510:42 AM  SNA File 384,856 KB
Done 100%, total time used 4:38 |_| PR-EFLhsh 4/5/201510:43 AM  HSH File 221KB
verified 51.083.350 - 100% || P2\gFl.sna 4/5/201510:43AM  SNA File 26,184 KB
c: successfully saved to D:\snapshot'\P4-C-drive-A.sna || P3-§PT.hsh 4/5/2015 10:43 AM HSH File 519KB
14:39:51 free space info: total 936.115MB, 901.111MBfree. . A || P3-GA.sna 4/5/201510:43AM  SNA File 86,704 KB
Ly 7 P s <l i WY || P4-C-chjve.hsh 4/5/201510:49 AM  HSH File 133,051 KB
14344324 Succesg . . ] || P4-C-d Xgsna 4/5/2015 10:49 AM SNA File 16,787,084 KB
D e e e ] P4-C-dri-Asna 4/8/2015244PM  SNAFile 57,408 KB

|| P5-Push Button Resethsh ~ 4/5/201510:57 AM  HSH File 52,704 KB

|_| P5-Push Button Reset.sna  4/5/2015 10:57 AM SNA File 13,324,292 KB

&¥ snapshot6d.exe 4/6/20159:32 AM  Application 351 KB

Test Image after
V Backup

Build 9600

3:11PM
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Buy Online HP Printand  snapshot14...
Scan Doctor.

100% Snapshot - verified

S

Ki[aM=I snapshot

Verifying Home Share View
Volume IC: @ v 1 . » ThisPC » GTR-64(D:) » snapshot v ¢ Search snapshot
to FieName ~ [D:\snapshot\P4 C-drive-B.sna .

Name Date modified Type Size
read 33464/33464MB, written 1982MB

|| P1-recovery.hsh 4/5/201510:42AM  HSH File 1,653 KB
Diff. Image | — || P1-recovery.sna 4/5/201510:42 AM  SNA File 384,856 KB

Done 100%, total time used 10:41 || P2-EFl.hsh 4/5/201510:43 AM  HSH File 221KB
verfied 2.030.477K - 100% || P2-EFl.sna 4/5/201510:43 AM  SNA File 26,184 KB
c: successfully saved to D:\snapshot\P4-C-drive-B.sna || P3-GPT.hsh 4/5/2015 10:43 AM HSH File 519KB

|| P3-GPT.sna 4/5/201510:43 AM  SNA File 86,704 KB
P4-C-drive.hsh 4/5/201510:49 AM  HSH File 133,051 KB
P4-C-drive.sna 4/5/201510:49 AM  SNAFile 16,787,084 KB
XP4-C-drive-Aisna 4/8/2015 2:44 PM SNA File 57,408 KB

15:12:14 free space info: total 936.115MB, S00.553MB free, -
15:12:15 c: -> D:\snapshot\P4-C-drive-B sna

15:19:47c: 35.562MBin use - storedin  1.991MB - 7:34 minu
15:19:47 Success

15:19:47 Start verification of : D:\snapshot\P4-C-drive-B.sna
15:22:57 Success!

|_["P4-C-drive-B.sna 4/8/2015 3:19 PM SNA File 2,039,068 KB
|_| P5-Push Button Reset.hsh ~ 4/5/2015 10:57 AM HSH File 52,704 KB
|_| P5-Push Button Reset.sna  4/5/2015 10:57 AM SNA File 13,324,292 KB
[ Test Image after &# snapshot6d.exe 4/6/2015 9:32 AM Application 351KB
Backup
13 items

Build 9600

3:39 PM
4/8/2015
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Buy Online

Snapshot V1.43 - Mar 10 2014

Drive
Snapshot(TM)
Instant Disk
Imaging for

Windows
2000/XP/7/8
2003/2008R2

2014
Copyright (c)
tom ehlert
2001-2014

HP Print and
Scan Doctor

View contents of saved

fnapfhrﬂ

License Information
GHG DEV LABS
100478S - 1 Server

Disk Image

13 items

Wl[alh=!
© "

Share

Name ‘

|| P1-recovery.hsh
|_| P1-recovery.sna
|| P2-EFl.hsh
P2-EFl.sna
P3-GPT.hsh

|| P4-C-drive-A:sna

|| P4-C-drive-B.sna

|| P5-Push Button Reset.hsh
|| P5-Push Button Reset.sna
3 snapshot6d.exe

View

Date modified

4/5/2015 10:42 AM
4/5/2015 10:42 AM
4/5/2015 10:43 AM
4/5/2015 10:43 AM
4/5/2015 10:43 AM
4/5/2015 10:43 AM
4/5/2015 10:49 AM
4/5/2015 10:49 AM
4/8/2015 2:44 PM

4/8/2015 3:19 PM

4/5/2015 10:57 AM
4/5/2015 10:57 AM
4/6/2015 9:32 AM

snapshot

» ThisPC » GTR-64(D:) » snapshot

Type
HSH File
SNA File
HSH File
SNA File
HSH File
SNA File
HSH File
SNA File
SNA File
SNA File
HSH File
SNA File
Application

v ¢
Size

1,653 KB
384,356 KB
221KB
26,184 KB
519KB
86,704 KB
133,051 KB
16,787,084 KB
57,408 KB
2,039,068 KB
52,704 KB
13,324,292 KB
351 KB

Windows 8.1
Build 9600

3:40 PM
4/8/2015




-
HP Phc# Product Key ) B
Creations Explorer elect File to View

Look in: I | snapshot

B R %
m.l =) Name
% Py

|| P1-recovery.sna

R R o s )
Date modified Type

4/5/201510:42 AM  SNA File
4/5/201510:43 AM  SNAFile

Buy Online. HP Printand  snapshot14. Recent places
Scan Doctor |_|P2-EFl.sna

__P3-GPT.sna 4/5/2015 10:43 AM SNA File
| B Snapshot - View ImageFile p | |P4-C-drivesna 4/5/201510:49AM  SNA File
You can view a saved Disklmage as a virtual readonly disk _Help | = L_|P4-C-drive-Asna 4/8/2015 2:44 PM SNA File
) ) *= || P4-C-drive-B.sna 4/8/2015 3:19 PM SNA File
Select the file to view and a Drive letterto use. Libraries || P5-Push Button Reset.sna SNA File
You may then use Windows Explorer or any other programfo view the content of your disk b&»
at the time it was saved to the image. -
Diive I—LI This PC
image Fie [D:\snapshot\P4-C-drive-B.sna | A
M Network <
Computer |KATHY-PC  Volume Ic: Label IAcer I
File name: P4-C-drive-Asna
Filesystem |NTFS Harddisk |1 Part. | Primary 4
Files of type: | Snapshot Fies (*.SNA) | Cancel |
original Size | 958.582.780K=336115MB  Saved |4/8f2015 312Ph [V Open as read-only
required Size I 486.402.048K=475002MB free I 900.553M
Computer IKATHY-PC Volumelc: Label IAcer

Filesystem |NTFS Harddisk |1 Part. | Primary 4

original Size I 958582.780K=936115MB  Saved |4l8l2015 2:33Pb
required Size | 485.713.920K=474330MB free |901.111M

xl Set Snapshot as .SNA viewer I Map Virtual Drive

\ Cancel | Map and Explore Virtual Drive |

aur ' ,
‘HP F:nntcr/gI \ \ ]
Diagho | ;
S Build 9600

o 3:40 PM
L = (il 00 )
SRR O oM




%j Snapshot- = ©

T=ICIEE

l —

o (4= Drive Tools VAcer (Z)

Home Share View Manage

Product

. = W Epiorer
[D\snapshot\P4C dive-Asna iy T s » ThisPC » VAcer(Z) » v/ ¢ | | searchVAc
Exit | More Info | Name Date modified Type Si
L A/ 4 SRecycle.Bin 4/3/2015 3:12 PM File folder
HuyOlillie A Skl 1. AcerCloud 6/21/20141:39 AM  File folder
Scan Doctor
2 Documents and Settings 8/22/2013 7:45AM  File folder
| %] Snapshot - View ImagefFile as Drive Intel 6/21/20141:12AM  File folder
You can view a saved Disklmage as a virtual readonly disk. _LIHe' OEM 4/3/20153:16PM File folder
) ) . Perflogs 8/22/2013 8:22 AM  File folder
Select the fileto view and a Drive lefterto use. | Program Files 4/5/201510:19AM  File folder
You may then use Windows Explorer or any other program to view the content of your disk 1. Program Files (x86) 4/5/201510:20 AM  File folder
at the time it was saved to the image.
ProgramData 4/5/201510:20 AM  File folder
orve [~ ‘ Recovery 3/10/201411:30 PM  File folder
image Fie. |D-\snapshot \P4Cdrive-A.sna | Browse | i System Volume Information 4/5/201510:33AM  File folder
Computer [KATHY-PC  Volume lc_ Label IAcer— 1. Users 4/3/2015 3:11 PM File folder
1. Windows 4/3/2015 7:52 PM File folder
Flesystem [NTFS Harddisk [1 Part. [Primary 4 . BOOTNXT 6/18/20135:18AM  System file
original Size | 958.582.780K=936115MB ~ Saved |4/8/20152:39 Ph > hiberfil.sys 4/8/2015 2:29 PM System file 1,
required Size I 485.713.920K=474330MB e |901.111M “ pagefile.sys 4/8/2015 2:29 PM System file 1,
17 items

C: from the backup image mounted as Z:

’i Set Snapshot as .SNA viewer | Map Virtual Drive | 13 items

Map and Explore Virtual Drive |

| ar W y tedh Y 4 ! Ly VB R e % [
HP Printer | \ { ‘ A N oty Windows 8.1

Diagho

Build 9600

8 3:41 PM
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